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DESCRIPTION 

DIGITAL SIGNAL PROCESSING APPARATUS AND METHOD 
Technical Field 

The present invention relates to a digital 
5 signal processing apparatus, a system thereof, and an 

extension function providing method that are suitable 
for a digital broadcast receiving device that receives 
a satellite digital broadcast or a ground wave digital 
broadcast, in particular, to those that allow the 
10 receiving device to be effectively designed, easily 

,;| design- changed, and easily applied for an added service 

;!;- and an improved function. 

}fi Background Art 

2 Analog television broadcasts are becoming 

j&5 changed to digital television broadcasts. So far, 

^ digital satellite broadcast services using CS 

W (Communication Satellites) have been started. In 

U addition, digital satellite broadcast services using BS 

(Broadcasting Satellites) are being prepared. Moreover, 
20 digital television broadcasts using ground waves are 

scheduled to be started. 

In digital television broadcasts, since the 
frequency efficiency is improved, more channels can be 
assigned than analog television broadcasts. In 
25 addition, HDTV (High Definition Television) broadcasts 

can be easily performed. Moreover, in digital 
television broadcasts, various services such as bi- 



directional service, data delivery service, and video- 
on-demand that are not available in conventional analog 
television broadcasts can be accomplished. 

A television receiver that receives such a 
digital television broadcast is conventionally 
structured as shown in Fig. 1. 

In Fig. 1, a received signal is supplied from 
an input terminal 101 to a tuner circuit 102. In the 
case of a CS digital broadcast, a signal of 12 Gffz band 
is received by a parabola antenna (not shown). The 
received signal is converted into a signal of 1 GHz 
band by a low noise converter disposed in the parabola 
antenna. The converted signal is supplied to the tuner 
circuit 102. The tuner circuit 102 selects a carrier 
frequency signal of a desired channel from the received 
signal and performs a demodulating process and an error 
correcting process for the selected signal. As a 
result, the tuner circuit 102 decodes the selected 
signal to a transport stream composed of video packets 
and audio packets . 

An output of the tuner circuit 102 is 
supplied to a demultiplexer 103. The demultiplexer 103 
separates the transport stream into video packets and 
audio packets. 

The video packets are supplied to a video 
decoder 104. The audio packets are supplied to an 
audio decoder 105. The video decoder 104 performs a 



decompressing process for the video packets 
corresponding to for example the MPEG 2 (Moving Picture 
Experts Group) system so as to decode the video packets 
to video data. In addition, the audio decoder 105 
performs a decompressing process for the audio packets 
corresponding to the MPEG system so as to decode the 
audio packets to audio data. 

The video data decoded by the video decoder 
104 is supplied to a graphics processing circuit 106, 
The graphics processing circuit 106 performs a picture 
process. An output of the graphics processing circuit 
106 is output from an output terminal 107. An output 
of the audio decoder 105 is output from an output 
terminal 108. 

The tuner circuit 102, the demultiplexer 103 , 
the video decoder 104, the audio decoder 105, and the 
graphics processing circuit 106 are controlled by an 
MPU (Micro Processor Unit) 111. A bus 111 extends from 
the MPU 111. The tuner circuit 102, the demultiplexer 
103, the video decoder 104, the audio decoder 105, and 
the graphics processing circuit 106 are connected to 
the bus 110. 

In addition, a modem 112 and for example an 
IEEE (Institute of Electrical and Electronics 
Engineers) 1394 interface 113 are connected to the bus 
110. The modem 112 is used to perform a charging 
process. The IEEE 1394 interface 113 exchanges a 



stream with an external device. 

As was described above, in a conventional 
receiver for a digital television broadcast, the entire 
receiver is controlled by an MPU. The MPU centrally 
controls each portion of hardware using commands 
thereof in consideration of precise timing levels 
thereof . 

However, in that method of which the MPU 
centrally controls the entire device in consideration 
of each portion of the hardware, since the design work 
should be performed for each device, if the design of 
the device is changed, software should be largely 
rewritten and hardware should be largely changed. Thus, 
the developing efficiency of such a method is low. In 
addition, since parts cannot be used in common or 
structured as modules, the cost of the device may rise. 
In addition, the size of the device may become large. 
Moreover, digital television broadcasts provide various 
types of services. Thus, in the method of which the 
MPU centrally manages the entire device, it is 
difficult to deal with new services . 

Thus, to solve such a problem, functions 
necessary for a television receiver may be structured 
as blocks and connected through a common bus . With 
such a bus, the design efficiency of the television 
receiver is improved and the design thereof can be 
easily changed. 
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However, when the bus is standardized, data 
transferred through the bus can be accessed by the user. 
Thus, data transferred through the bus may be copied 
and the copyright of the contents may not be protected . 
5 Therefore, an object of the present invention 

is to provide a digital signal processing apparatus and 
a method that allow contents transferred through a bus 
to be protected in the case that necessary functions 
are ^structured as blocks and connected through a 
10 standardized bus . 

k 2 Disclosure of the Invention 

?s The present invention is a digital signal 

^ processing apparatus, comprising: 

2 a plurality of digital signal processing 

|jj 15 blocks and a host arithmetic operation processing block 

as functions necessary for processing a digital signal; 
W a bus for connecting the host arithmetic 

!** operation processing block and the plurality of digital 

signal processing blocks; and 
20 a means for encrypting data of a stream 

transferred through the bus. 

The present invention is a digital signal 
processing apparatus, comprising: 

a plurality of digital signal processing 
25 blocks and a host arithmetic operation processing block 

as functions necessary for processing a digital signal; 
a bus for connecting the host arithmetic 
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operation processing block and the plurality of digital 
signal processing blocks; 

an interface for an extension function 
providing medium connected to the bus; and 

a means for encrypting the data of the stream 
that is output through the interface of the extension 
function providing medium when the data of the stream 
is transferred to the extension function providing 
medium through the bus . 

The present invention is a digital signal 
processing method, comprising the steps of: 

structuring functions necessary for 
processing a digital signal as a plurality of digital 
signal processing blocks and a host arithmetic 
operation processing block; 

connecting the host arithmetic operation 
processing block and the plurality of digital signal 
processing blocks through the bus; and 

encrypting data of a stream transferred 
through the bus . 

The present invention is a digital signal 
processing method, comprising the steps of: 

structuring functions necessary for 
processing a digital signal as a plurality of digital 
signal processing blocks and a host arithmetic 
operation processing block; 

connecting the host arithmetic operation 



processing block and the plurality of digital signal 
processing blocks through a bus; 

providing an interface for an extension 
function providing medium connected to the bus; and 

encrypting the data of the stream that is 
output through the interface of the extension function 
providing medium when the data of the stream is 
transferred to the extension function providing medium 
through the bus^_ 

Elements necessary for a digital television 
receiver are structured as blocks and connected through 
a general purpose bus. Thus, by substituting only 
blocks, various types of digital television broadcasts 
that differ in carrier waves, modulating systems, and 
compressing systems can be handled. When an encryption 
encoder /decode is disposed in each block, contents 
transferred through the bus can be protected. When an 
encryption encoder / decode circuit is disposed in an 
interface to which an extension plug- in card is 
attached, contents that are output from the interface 
can be protected. 
Brief Description of Drawings 

Fig. 1 is a block diagram showing an example 
of a conventional receiving device for a digital 
television broadcast; Fig. 2 is a block diagram for 
explaining the basic structure of the present 
invention; Fig. 3 is a schematic diagram for explaining 



generations of commands and a screen display; Fig. 4 is 
a schematic diagram for explaining a command sent from 
a host processor; Fig. 5 is a schematic diagram for 
explaining a command sent from the host processor; Fig. 
6 is a flow chart for explaining the case that a driver 
is installed; Fig. 7 is a block diagram showing an 
example of a television receiver according to the 
present invention; Fig. 8 is a block diagram showing an 
example of an encrypting process performed in the 
television receiver according to the present invention; 
Fig. 9 is a block diagram showing another example of 
the encrypting process performed in the television 
receiver according to the present invention; Fig. 10 is 
a perspective view for explaining the television 
receiver according to the present invention; Fig. 11 is 
a block diagram for explaining the case that an 
extension plug-in card is attached to the television 
receiver according to the present invention; Fig. 12 is 
a schematic diagram for explaining generations of 
commands and a display screen in the case that a new 
device is attached; Fig. 13 is a flow chart for 
explaining the case that the extension plug-in card is 
attached to the television receiver according to the 
present invention; and Fig. 14 is a flow chart for 
explaining the case that the extension plug- in card is 
attached to the television receiver according to the 
present invention . 
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Best Modes for Carrying out the Invention 

Next, with reference to the accompanying 
drawings, an embodiment of the present invention will 
be described. According to the embodiment of the 
present invention, a digital television receiver is 
structured in such a manner that elements necessary for 
the digital television receiver are structured as 
blocks and connected through a bus. 

When elements necessary for a digital 
television receiver are structured as blocks and 
connected through a bus, various types of digital 
television broadcasts that vary in carrier waves, 
modulating systems, and compressing systems can be 
handled. Thus, the developing efficiency of digital 
television receivers is improved. In addition, when a 
new service is started, by adding hardware for the 
service, the device can easily handle the service. 

Fig. 2 shows the basic structure of a digital 
television receiver of which elements necessary for the 
receiver are structured as blocks and connected through 
a bus . 

In Fig. 2, a digital television receiver 1 is 
structured in such a manner that blocks 11, 12, 13, 14, 
15, and 16 necessary for the digital television 
receiver 1 are connected to a bus 10. The blocks 11, 
12, 13, 14, 15, and 16 necessary for the digital 
television receiver are a host MPU block 11, an AV 



signal processing block 12, a front end block 13 , an 
interface block 14, a plug-in interface block 15, and a 
built-in feature block 16 that are connected to the bus 
10. 

The host MPU block 11 controls the entire 
receiver. The AV signal processing block 12 performs a 
decompressing process for a video stream and an audio 
stream and a graphic process. The front end block 13 
selects a carrier wave signal of a desired channel from 
a received television broadcast and performs a 
demodulating process, an error correcting process, and 
so forth for the selected signal so as to decode the 
video stream and the audio stream. The interface block 
14 is an interface such as the IEEE 1394 interface for 
connecting the receiver with an external device. The 
plug-in interface block 15 is an interface for 
connecting the receiver with hardware for an extension 
function. The built-in feature block 16 accomplishes a 
required built-in function. 

Chronological successive streams of video 
data and audio data, commands, and data are transferred 
to the bus 10. The commands are high level layer 
commands that are not on real time basis and that do 
not depend on hardware structure, not low level layer 
commands for directly controlling hardware. For 
example, a command "Receive a frequency of X channel." 
is issued to the front end block 13. Those commands 



are also general -purpose script type commands such as 
"Enlarge (or reduce) the screen." or "Draw a circle." 
that are issued to the AV signal processing block 12. 

When a script is described with hypertext, 
such operations can be easily accomplished. 

In other words, as shown in Fig. 3, a script 
of which up - down keys 201A and 20 IB and enlarge - 
reduce keys 201C and 201D are displayed and commands 
CMD1 to CMD4 corresponding to the indications 201A to 
201E are embedded is created with hypertext. When such 
a script is displayed, a screen shown in Fig. 3 is 
displayed on a screen of a browser. When the 
indications 201A to 201D for the channel up - down 
buttons and screen enlarge - reduce buttons are clicked, 
commands CMD1 to CMD4 corresponding thereto are 
generated. The commands are sent to the relevant 
blocks 11 to 16. When a block receives such a command, 
the block performs a process corresponding to the 
command. To cause each block to perform more 
complicated process, JAVA or the like can be used. 

Of course, the present invention is not 
limited to the use of hypertext and JAVA. 

The physical structure of the bus 10 is 
standardized. The blocks 11, 12, 13, 14, 15, and 16 
are designed so that they comply with the standardized 
bus. Basic blocks such as the host MPU block 11, the 
interface block 14, and the plug-in interface block 15 



may be disposed on a mother board. The other blocks 12 

13, and 16 may be disposed on a daughter board. The 
blocks 12, 13, and 16 may be connected to the 
standardized bus. Alternatively, the individual blocks 
11, 12, 13, 14, 15, and 16 may be structured as 
integrated circuits or modules . 

In the above example, the receiver is divided 
into the host MPU block 11, the AV signal processing 
block 12, the front end block 13, the interface block 

14, the plug-in interface block 15, and the built-in 
feature block 16. However, it should be noted that the 
dividing method is not limited to such an example. 

Of course, when each block is disposed on a 
board, one block is not always composed of one board. 
In other words, two or more functional blocks may be 
disposed on one board. For example, the host MPU block 
11 and the interface block 14 may be disposed on one 
board. Of course, one block may be composed of a 
plurality of boards. 

Each of the block 11, 12, 13, 14, 15, and 16 
interprets a command received through the bus 10, 
executes a process corresponding to the command, and 
processes a stream and data received through the bus 10. 

Since a command that does not largely depend 
on hardware is received through the bus 10, each of the 
blocks 12, 13, 14, 15, and 16 has a CPU (Central 
Processing Unit) in many cases so as to interpret the 



received command and process it. The CPU of each of 
the blocks 12 , 13 , 14, 15 , and 16 interprets a received 
command and executes a process corresponding to the 
command. Each of the blocks 12, 13, 14, 15, and 16 has 
a driver that operates hardware corresponding to the 
received command. A portion that largely depends on 
hardware completes a process in the block thereof. 

In other words, as shown in a conceptual 
diagram shown in Fig. 4, the host MPU block 11 side has 
a high level interface HIF for a process with a high 
level command that is a general purpose command and 
that does not depend on hardware. On the other hand, 
each of the blocks 12, 13, 14, and 15 side has a driver 
DRV that interprets a high level command and performs a 
process that more depends on hardware and a low level 
interface LIF that directly controls the hardware. 

The host MPU block 11 side sends a high level 
command through the high level interface HIF and 
transfers it to each block through the bus 10. The 
driver DRV of each block interprets a high level 
command. In that case, portions that depend on 
hardware are handled by the driver DRV of each of the 
blocks 12, 13, 14, and 15. 

On the other hand, as shown in Fig. 5, the 
host MPU block 11 side may have a driver DRV. However, 
in the case shown in Fig. 5, when new hardware is added 
or hardware is changed, a new driver DRV should be 



installed or the existing driver DRV should be changed. 

High speed streams such as streams of video 
data and audio data and data that is not on real time 
basis such as commands and data are transferred to the 
bus 10. A bus that can transfer different types of 
data may have two bands that are a band for a high 
speed stream such as video data and audio data and a 
band for data that is not on real time basis such as 
commands. Alternatively, data may be assigned priority 
in such a manner that streams of video data and audio 
data are assigned high priority so that the streams of 
video data and audio data are transmitted at high speed. 

A command that is transmitted to the bus 10 
is for example a script type command that is not on 
real time basis unlike a timing control command. Thus, 
the data amount of a command that is sent can be 
remarkably suppressed. Consequently, the same bus 10 
can send both commands and streams of video data and 
audio data. 

In such a manner, the digital television 
receiver is structured in such a manner that the 
individual blocks 11, 12, 13, 14, 15, and 16 are 
connected through the bus 10 and commands, streams, and 
data are exchanged through the bus 10. Thus, the 
digital television receiver can easily handle various 
types of television broadcasts. Consequently, the 
developing environment of the receiver is remarkably 
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improved . 

For example, when a ground wave digital 
broadcast is started, a television receiver that 
receives it should be newly developed. However, when 
the receiver is designed from the beginning as the 
service the ground wave digital broadcast is started, 
the developing efficiency of the receiver becomes low. 

Although the carrier frequency, modulating 
system, error correcting system, transport stream 
structure, and so forth of the conventional digital 
satellite broadcasts are different from those of ground 
wave digital broadcasts, when other systems of the 
conventional digital satellite broadcasts are the same 
as those of the ground wave digital broadcasts, only 
the AV signal processing block 12 and the front end 
block 13 for the ground wave digital broadcasts can be 
developed. In that case, as the services of the ground 
wave digital broadcasts are started, an AV signal 
processing block 12A for ground wave digital broadcasts 
and a front end block 13A for ground wave digital 
broadcasts are developed. When only the AV signal 
processing block 12 and the front end block 13 are 
substituted with the AV signal processing block 12A and 
the front end block 13A, respectively, the television 
receiver can handle the ground wave digital broadcasts 
that will be newly started. Thus, it is not necessary 
to develop a receiver for ground wave digital 



broadcasts from the beginning. Even if particular 
portions for ground wave digital broadcasts are 
required, only those portions can be newly developed. 
In addition, the operation of the receiver can be 
changed by changing the application program of the host 
MPU block 11. 

Likewise, receivers for digital television 
broadcasts through satellites in European countries and 
receivers for digital television broadcasts of US CATV 
stations can be easily developed without need to newly 
design those receivers from the beginning. 

In CS digital broadcasts, a television 
receiver has a modem that is used for a charging 
process and that is connected to a management company 
through a telephone line. In such a case, a modem 16A 
is disposed as the built-in feature 16. Thus, a device 
necessary for receiving such a broadcast service can be 
easily mounted as the built-in feature block 16. 

In addition, a music data downloading service, 
a video -on -demand service, and other services are 
expected. To receive a new service, hardware may be 
added. In that case, the hardware is added as a device 
attached to the plug-in interface block 15. 

When a block is replaced with another one or 
when a new device is attached to the plug- in interface 
block 15, a driver thereof may be required. In such a 
case, the driver may be stored in a memory of the block 



or a memory of the device attached to the plug-in 
interface block 15, When the block is replaced or the 
device is attached to the plug-in interface block 15, 
the driver may be automatically installed. In that 
case, the operability is improved. 

In addition, as shown in Fig. 6, when a block 
is replaced or when a device is attached to the plug- in 
interface block 15, a service center may be called and 
a relevant driver may be downloaded therefrom. 

In other words, as shown in Fig. 6, it is 
determined whether a block has been replaced or a new 
device has been attached to the plug-in interface block 
15 (at step S101). When a block has been replaced or a 
new device has been attached to the plug-in interface 
block 15, the replaced device or the new device is 
recognized (at step S102). Thereafter, the service 
center is called by a telephone (at step S103). When 
the service center is called, software of the driver 
corresponding to the recognized device is transmitted 
through the telephone line. As a result, the software 
of the driver is downloaded (at step S104). 

Alternatively, software of the driver may be 
downloaded with a digital satellite broadcast signal or 
a digital ground wave broadcast signal. 

Of course, only when each block requires a 
driver as shown in Fig . 4 , the driver should be 
installed. Thus, when commands for individual blocks 



are high layer commands, it is not necessary to install 
a driver. However, in that case, when software of a 
portion that depends on hardware is changed, it may be 
necessary to install a relevant driver. 

As described above, digital television 
broadcasts are performed through various transmission 
mediums such as a satellite, a ground wave, a CATV 
network, and a television line. Carrier waves, 
modulating systems - , and compressing systems used for 
digital television broadcasts vary depending on 
transmission mediums, countries and areas, broadcasting 
companies, and so forth. In addition, in digital 
television broadcasts, various services such as HDTV 
broadcast, data delivery service, and video -on -demand 
service are expected. Thus, receivers for digital 
television broadcasts corresponding to various 
transmission mediums, areas, services, and so forth 
should be developed. 

As described above, blocks that accomplish 
individual functions of a television receiver are 
connected to a standardized bus. Streams of video data 
and audio data and commands are exchanged through the 
standardized bus. In that case, the developing 
efficiency of television receivers is improved. In 
addition, various types of television receivers can 
easily handle services that will be newly started. 

Fig. 7 shows an example of the real structure 
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of such a television receiver. In Fig. 7, an internal 
bus 22 extends from a host MPU 21. A ROM (Read. Only 
Memory) 23 is connected to the bus 22. An additional 
logic 24 is connected to the internal bus 22 so as to 
extend a function. 

The ROM 23 stores an application program for 
operating the entire television receiver. An SDRAM 25 
is connected to the host CPU 21. The SDRAM 25 stores 
user's personal information and various types of 
setting information. The host CPU 21 is connected to a 
bus 30 through a bus controller 26. 

The bus 30 is used to transmit streams of 
video data and audio data that are chronologically 
successive data and commands and data. The commands 
are high layer commands that do not depend on hardware 
and that are not on real time basis . 

An AV signal processing block 31, a front end 
block 32, an external interface block 33, and a built- 
in feature block 34 are connected to the bus 30. In 
addition, the bus 30 has a plug-in interface 35. An 
extension plug- in card 36 can be attached to the plug- 
in interface 35. 

A portion composed of the host MPU 21 may be 
disposed on a mother board. Each of the blocks 31, 32, 
33, and 34 may be disposed on a daughter board. The 
shapes and terminal positions of the mother board and 
the daughter board may be pre -designated so that the 



daughter boards of the blocks 31, 32, 33, and 34 may be 
attached and detached to / from the mother board of the 
host MPU 21. Alternatively, the blocks 31, 32, 33, and 
34 may be structured as blocks or integrated circuits. 

Data transferred among the host MPU 21, the 
blocks 31, 32, 33, and 34, and the extension plug-in 
card 36 through the bus 30 is managed by the bus 
controller 26. Alternatively, data may be directly 
transferred among the blocks -31, 32, 33, and 34 and the 
extension plug-in card 36 not through the host MPU 21 
by the DMA (Direct Memory Access) control. 

Data can be transferred from one block to one 
block. Alternatively, data can be transferred from one 
block to a plurality of blocks. In other words, data 
can be broadcast. The broadcast transferring operation 
can be used when a transport stream received from the 
front end block 32 is transmitted to the AV signal 
processing block 31 and the external interface block 33 
at the same time so that while a picture is being 
reproduced, the transport stream can be transmitted to 
a device connected to the external interface block 33. 

The AV signal processing block 31 extracts 
video packets and audio packets from the transport 
stream and decompresses the video packets and audio 
packets to original video data and audio data. The AV 
signal processing block 31 can perform a picture 
process for the decoded video data. 



The AV signal processing block 31 has a CPU 
41, a video decoder 42, an audio decoder 43, a 
demultiplexer 44, a graphics processing circuit 45, and 
a bridge circuit 46. The CPU 41, the video decoder 42, 
the audio decoder 43, the demultiplexer 44, the 
graphics processing circuit 45, and the bridge circuit 
46 are connected to an in-chip bus 47. 

The front end block 32 selects a desired 
carrier wave signal from the received signal, 
demodulates the selected carrier wave signal, performs 
an error correcting process for the demodulated signal, 
and outputs a transport stream. The front end block 32 
has a front end pack 51 and a CPU 52. The front end 
pack 51 has a mixer circuit, a local oscillating 
circuit, an intermediate frequency amplifying circuit, 
a demodulating circuit, an error correcting circuit, 
and so forth that convert the received signal into an 
intermediate frequency signal. 

The interface block 33 provides an interface 
with an external device corresponding to for example 
the IEEE 1394 standard. The external interface block 
33 has an interface 61 corresponding to for example the 
IEEE 1394 standard and a CPU 62. 

The built-in feature block 34 is used to 
provide an addition circuit necessary for receiving a 
digital broadcast. In a digital broadcast, received 
data is transferred through a telephone line so as to 



perform a charging process. To do that, a modem is 
disposed in the built-in feature block 34. The built- 
in feature block 34 has a circuit 71 that accomplishes 
an additional function (in this case, a modem) and a 
CPU 72. 

The plug- in interface 35 provides an 
extension function for receiving a new service. The 
extension plug-in card 36 is attached to the plug-in 
interface 35. The extension plug-in cardr 36 has an 
extension function 81 and a CPU 82. The extension 
function 81 is composed of software and hardware that 
accomplish an extension function. 

The structure shown in Fig. 7 composes a 
television receiver 20 that receives for example a 
digital CS broadcast. In that case, the front end 
block 32 that performs the QPSK demodulating process, 
the Viterbi decoding process, and the Reed-Solomon code 
error correcting process is used. The AV signal 
processing block 31 that decompresses video packets of 
transport streams compressed corresponding to the MPEG 
2 system and audio packets compressed corresponding to 
the MPEG system is used. 

In a digital CS broadcast, for example, a 
signal of 12 GHz band is used. A received signal of 12 
GHz band transmitted from a satellite is received by a 
parabola antenna (not shown) . The received signal is 
converted into a signal of around 1 GHz by a low noise 



converter disposed in the parabola antenna and sent to 
the front end block 32. The front end block 32 selects 
a carrier wave signal of a desired channel from the 
received signal. The front end block 32 performs the 
QPSK demodulating process, the Viterbi decoding process, 
and the Reed- Solomon code error correcting process for 
the signal so as to decode the received signal to the 
transport stream. 

At that point, the received channel is 
selected corresponding to a command sent from the host 
MPU 21 through the bus 30. The host MPU 21 sends a 
high layer command such as "Receive a frequency of X 
channel." through the bus 30. The command is sent from 
the bus 30 to the CPU 52 of the front end block 32. 
The CPU 52 interprets the command and generates a 
control signal for designating the received frequency 
to a desired carrier wave frequency corresponding to 
the command. In reality, the CPU 52 generates a 
control signal of the PLL that composes the local 
oscillator. As a result, the frequency of the received 
channel is designated. 

The front end block 32 outputs a transport 
stream of packets of video data compressed 
corresponding to the MPEG 2 system and packets of audio 
data compressed corresponding to the MPEG system. The 
transport stream is sent to the AV signal processing 
block 31 through the bus 30. Thereafter, the transport 
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stream is sent from the AV signal processing block 31 
to the demultiplexer 44 through the bridge 46 and the 
in-chip bus 47. The demultiplexer 44 separates the 
transport stream into video packets and audio packets. 
The video packets are sent to the video decoder 42. 
The audio packets are sent to the audio decoder 43. 
The video decoder 42 performs the decompressing process 
for the video data compressed corresponding to the MPEG 
2 system so as to decode the video data. The audio — 
decoder 43 performs the decompressing process for the 
audio data compressed corresponding to the MPEG audio 
system so as to decode the audio data. The video data 
decoded by the video decoder 42 is sent to the graphics 
processing circuit 45 through the in-chip bus 47. The 
graphics processing circuit 45 performs the picture 
process for the video data. 

The picture process performed by the graphics 
processing circuit 45 depends on a command received 
from the host MPU 21 through the bus 30. A high layer 
command for example "Reduce (or enlarge) the screen." 
is sent from the host MPU 21 through the bus 30. The 
command is sent from the bus 30 to the CPU 41 through 
the bridge circuit 46. The CPU 41 interprets the 
command and generates a control signal for reducing / 
enlarging the screen in the designated size 
corresponding to the command. In reality, the CPU 41 
sends a timing signal for reducing or enlarging the 



screen and a command for directly controlling hardware 
to the graphics processing circuit 45 corresponding to 
the received high layer command. 

Thus, in that example, the individual 
functions necessary for structuring the television 
receiver 20 are connected as the blocks 31, 32, 33, 34, 
and 35 to the bus 30. Commands and streams are 
transferred through the bus 30. When the bus 30 is 
standardized, the developing efficiency of a television 
receiver is improved. Thus, a television receiver 
corresponding to a change of a broadcasting system, a 
change of a service, or an addition of a service can be 
easily developed. 

However, in that case, since streams composed 
of video packets and audio packets are directly 
transferred to the bus 30. Thus, an external device 
may be connected to the bus 30 so as to extract video 
packets and audio packets sent through the bus 30 and 
copy them to the device. When the bus 30 is 
standardized, there is a risk of which a device that is 
connected to the bus 30 and that extracts video packets 
and audio packets sent through the bus 30 is easily 
accomplished . 

To protect contents, as shown in Fig. 8, 
encryption encoders / decoders 48, 58, 68, 78, and 88 
are disposed in the blocks 31, 32, 33, 34, and 35, and 
the extension plug-in card 36 connected to the bus 30, 



respectively . 

The encryption encoders / decoders 48, 58, 68, 
78, and 88 encode streams of video packets and audio 
packets transferred from the blocks 31, 32, 33, 34, and 
35 through the bus 30. Since streams of video packets 
and audio packets transferred through the bus 30 are 
encrypted in such a manner, the contents can be 
protected. 

In that example, to protect contents that 
flow on the bus 30, the encryption encoders / decoders 
48, 58, 68, 78, and 88 are disposed in the blocks 31, 

32, 33, and 34, and the extension plug-in card 36, 
respectively. However, since the blocks 31, 32, 33, 
and 34 are housed in the set of the receiver, the risk 
of which contents are leaked out from the blocks 31, 32, 

33, and 34 is relatively low. On the other hand, the 
bus 30 extends from the plug- in interface 35 to the 
outside. When a device that copies data is connected 
to the plug-in interface 35 and contents are extracted 
from the bus 30, the risk of which the contents are 
leaked out becomes the highest . 

To prevent that, as shown in Fig. 9, an 
encoding encoder / decoder 89 may be disposed in the 
plug- in interface 35 so that data of contents that flow 
on the bus 30 is not leaked out from the plug-in 
interface 35. 

In the television receiver 20 according to 



the present invention , when the extension plug- in card 
36 is attached to the external extension bridge 35, a 
new function can be added so that the receiver can 
handle a new service. 

In other words, as shown in Fig. 10, in the 
television receiver 20 structured as described above, a 
card attaching portion 91 is disposed on the front of 
the television receiver 20. The extension plug-in card 
36 is attached to the card attaching portion 91. When 
the extension plug- in card 36 is attached to the card 
attaching portion 91, the extension plug-in card 36 is 
connected to the bus 30 through the plug- in interface 
35. 

When the extension plug-in card 36 is 
connected to the bus 30 through the plug-in interface 
35, a function corresponding to a new service can be 
extended. 

To allow the function of the extension plug- 
in card 36 that is attached to work, controlling 
software may be required. The controlling software may 
be provided as a record medium such as a magnetic disk 
or an optical disc. The user may install the software 
to the television receiver. However, in that case, the 
user should spend time for the installing operation. 

Thus, to prevent that, as shown in Fig. 11, a 
script is stored in the memory of the extension plug- in 
card 36. When the extension plug-in card 36 is 



attached, the script is uploaded to the main memory of 
the host MPU 21. 

In other words, as shown in a conceptual 
diagram shown in Fig. 11, the extension plug-in card 36 
has a command script CMD, a command interface CIF, and 
a driver DRV. When a new extension plug-in card 36 is 
attached, the host MPU 21 recognizes that the extension 
plug-in card 36 has been attached. Thereafter, the 
command script CMD for causing the extension plug-in 
card 36 to operate is uploaded to the host CPU 21 side. 
When the command script CMD is uploaded to the host MPU 
21 side, the host MPU 21 side can generate a command 
for causing the extension plug-in card 36 that has been 
attached to operate. 

When the extension plug- in card 36 is 
operated, a script engine SENG of the host MPU 21 side 
generates a command. The command is sent to the 
extension plug-in card 36 through the bus 30. The 
command interface CIF of the extension plug-in card 36 
interprets the command. The driver DRV controls 
hardware corresponding to the received command. 

When the extension plug- in card 36 is a 
device that records and reproduces a program, as shown 
in Fig. 12, a script is described as hypertext that 
embeds CMD 11, CMD 12, CMD 13, CMD 14, and CMD 15 for 
rewind, stop, play, fast forward, and record commands 
corresponding to a rewind key 202A, a stop key 202B, a 
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play key 202C, a fast forward key 202D, and a record 
key 202C, respectively. When such a script is read, a 
screen as shown in Fig. 12 is displayed by a browser. 
When the keys 202A to 202E are clicked, the embedded 
commands are generated. Corresponding to the commands, 
the operation of the device is controlled. 

Fig. 13 and Fig. 14 are flow charts showing 
such a process. In Fig. 13, when the extension plug-in 
card 36 is attached_(at step SI), the host MPU 21 
determines that the extension plug-in card 36 has been 
attached (at step S2). Thereafter, the host MPU 21 
determines whether or not the attached card is the 
extension plug-in card 36 (at step S3). When the 
determined result of the host MPU 21 represents that 
the attached card is not the extension plug-in card 36, 
the host MPU 21 outputs an alarm (at step S4). 

When the determined result of the host MPU 21 
represents that the attached card is the extension 
plug-in card 36, the command script CMD stored in the 
extension plug-in card 36 is uploaded (at step S5). 
When the command script CMD stored in the extension 
plug- in card 36 is uploaded, the host MPU 21 recognizes 
a command for the attached extension plug-in card 36 
and performs a process for the attached extension plug- 
in card 36. 

In Fig. 14, after the command script has been 
uploaded, when the user performs an operation for the 



extension plug-in card 36 (at step Sll), the script is 
checked (at step S12). Thereafter, it is determined 
whether or not the checked result is correct (at step 
S13). When the checked result is not correct, an alarm 
is output (at step S14). When the checked result is 
correct, the script engine SENG interprets the script 
(at step S15) and issues a command (at step S15). The 
extension plug- in device is operated corresponding to 
the command (at step S17). 

In the above example, the case that a new 
extension plug- in card 36 is attached was described. 
When a new block is added to the bus 30, a command 
script for the new block can be uploaded in the same 
manner . 

In the above example, the present invention 
is applied to a digital broadcast receiving device. 
However, the present invention can be also applied to 
other devices such as a digital VTR. 

According to the present invention, elements 
necessary for a digital television receiver are 
structured as blocks and connected through a general 
purpose bus. Thus, by substituting only blocks, 
various types of digital television broadcasts that 
differ in carrier waves, modulating systems, and 
compressing systems can be handled. When an encryption 
encoder /decode is disposed in each block, contents 
transferred through the bus can be protected. When an 



encryption encoder / decode circuit is disposed in an 
interface to which an extension plug- in card is 
attached, contents that are output from the interface 
can be protected. 
Industrial Applicability 

As described above, the present invention is 
suitable for a television receiver that especially 
receives a digital broadcast. In addition, the present 
invention is suitable for protecting data of contents 
transmitted by a digital broadcast. 



CLAIMS 

1. A digital signal processing apparatus, 

comprising: 

a plurality of digital signal processing 
blocks and a host arithmetic operation processing block 
as functions necessary for processing a digital signal; 

a bus for connecting said host arithmetic 
operation processing block and said plurality of 
digital signal processing blocks; and 

means for encrypting data of a stream 
transferred through said bus. 

2. The digital signal processing apparatus as 
set forth in claim 1, 

wherein said plurality of digital signal 
processing blocks include encrypting / decrypting means 
for encrypting / decrypting the data of the stream 
transferred through said bus. 

3. The digital signal processing apparatus as 
set forth in claim 1, 

wherein the data of the stream contains video 
data and / or audio data. 

4. The digital signal processing apparatus as 
set forth in claim 3, 

wherein the video data and / or the audio 
data has been compressed. 

5. The digital signal processing apparatus as 
set forth in claim 1, 



wherein said bus is a general-purpose bus, 

and 

wherein each block connected to said bus can 
be added or substituted. 

6. A digital signal processing apparatus, 
comprising: 

a plurality of digital signal processing 
blocks and a host arithmetic operation processing block 
as functions necessary for processing a digital signal; 

a bus for connecting said host arithmetic 
operation processing block and said plurality of 
digital signal processing blocks; 

an interface for an extension function 
providing medium connected to said bus; and 

means for encrypting the data of the stream 
that is output through said interface of the extension 
function providing medium when the data of the stream 
is transferred to the extension function providing 
medium through said bus . 

7. The digital signal processing apparatus as 
set forth in claim 6, 

wherein said interface of the extension 
function providing medium includes encrypting / 
decrypting means for encrypting / decrypting data of a 
stream that is output through said interface of the 
extension function providing medium. 

8. The digital signal processing apparatus as 
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set forth in claim 6, 

wherein the data of the stream contains video 
data and / or audio data. 

9. The digital signal processing apparatus as 
set forth in claim 8, 

wherein the video data and / or the audio 
data has been compressed. 

10. A digital signal processing method, 
comprising the steps of: 

structuring functions necessary for 
processing a digital signal as a plurality of digital 
signal processing blocks and a host arithmetic 
operation processing block; 

connecting the host arithmetic operation 
processing block and the plurality of digital signal 
processing blocks through the bus; and 

encrypting data of a stream transferred 
through the bus . 

11. The digital signal processing method as set 
forth in claim 10 , 

wherein the plurality of digital signal 
processing blocks include a step for encrypting / 
decrypting the data of the stream transferred through 
the bus . 

12. The digital signal processing method as set 
forth in claim 10, 

wherein the data of the stream contains video 
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data and / or audio data. 

13. The digital signal processing method as set 
forth in claim 12, 

wherein the video data and / or the audio 
data has been compressed. 

14. The digital signal processing method as set 
forth in claim 10, 

wherein the bus is a general-purpose bus, and 
wherein each block connected to the bus can_ 
be added or substituted. 

15. A digital signal processing method, 
comprising the steps of: 

structuring functions necessary for 
processing a digital signal as a plurality of digital 
signal processing blocks and a host arithmetic 
operation processing block; 

connecting the host arithmetic operation 
processing block and the plurality of digital signal 
processing blocks through a bus; 

providing an interface for an extension 
function providing medium connected to the bus; and 

encrypting the data of the stream that is 
output through the interface of the extension function 
providing medium when the data of the stream is 
transferred to the extension function providing medium 
through the bus . 

16. The digital signal processing method as set 



forth in claim 15, 

wherein the interface of the extension 
function providing medium includes a step for 
encrypting / decrypting data of a stream that is output 
through the interface of the extension function 
providing medium, 

17. The digital signal processing method as set 

forth in claim 15, 

wherein the data of the stream contains video 

data and / or audio data. 

18 m The digital signal processing method as set 

forth in claim 17, 

wherein the video data and / or the audio 
data has been compressed. 



Abstract 

Elements necessary for a digital television 
receiver are structured as a plurality of digital 
signal processing blocks and a host arithmetic 
operation processing block. The blocks are connected 
through a general purpose bus . Commands for 
controlling operations of the blocks and data of a 
stream are transferred through the bus. When an 
encryption encoder /decode is disposed in each block, 
contents transferred through the bus can be protected. 
When an encryption encoder / decode circuit is disposed 
in an interface to which an extension plug- in card is 
attached, contents that are output from the interface 
can be protected. 
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WIT I JAM S ER QMMEEL-Esq . 

lciamOMMjER^^VI^N€E-&~HAUX2 LLP 
, JZ41 Efih Avenue 
New York, New York 10151 



Direct Telephone Calls to: (212) 588-0800 

To the attention of: WILLIAM S. FROMMER 



TW". 



"sir 



Full name of sole or first inventor 




Masashi NAKAMURA 




inventor's signature ~~ — 


Date 






Residence 




Chiba, Japan 




Citizenship 




Tanan 




Post Office Address: 



Sony Corporation 
7-35 Kitashinagawa 6-Chome 
Shinagawa-Ku, Tokyo 141, Japan 



— full name of second joint inventor, if any 
Hisavoshi MORIWAKI 



Date 



Second Inventor's signature 
Residency/ 



Tokyo., Japan 



Citizenship 
Japan 



Post Office Address 



Sony Corporation 
7-35 Kitashinagawa 6-Chome 
Shinagawa-Ku, Tokyo 141, Japan 



(Supply similar information and signature for third and subsequent 
joint inventors) 
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POWER OF ATTORNEY: As a named inventor, I hereby appoint 
the following attorney^) and/or agent(s) to prosecute this application 
and transact al business in the Patent and Trademark Office 
connected therewith (list name and registration number) 

WILLIAM S. FROMMER, Registration No. 25 t 506 and 

DENNIS M. SMID. Registration No. 34.930 

Send Correspondence to: 

WILLIAM S. FROMMER, Esq. 

c/o FROMMER LAWRENCE & H AUG LLP 

745 Fifth Avenue 

New York, New York 10151 



Direct Telephone Calls to: (212)588-0800 

To the attention of: WILLIAM S. FROMMER 



Date 



ion 

6-Chome 
141, Japan 



Date 

isidence 



Kanagawa. Japan 
Citizenship 




Japan 

Post Office Address: 

Sony Corporation 
7-35 Kitashinagawa 6-Chome 
Shinagawa-Ku, Tokyo 141, Japan 



(Supply similar information and signature for fifth and subsequent 
joint inventors) 



Full name of third joint inventor, if any 



i2 g ^ L Sunao FURUI 



Third inventor's signature 



Residence 
^ JCanagawa, Japan 



Citizenship 
Japan 




Post Office Address: 

Sony Corporat 
7-35 Kitashinagawa 
Shinagawa-Ku, Tokyo 



\ Full name of fourth joint inventor, if any 
Ichiro HAMADA 



"Fourth Inventor's signature 
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